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Policy OR Guidance: Policy
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SECTIONS EDITED:

Acquisition Management Policy:
Section 4.11 : Security [Old Content][New Content] [RedLine Content]

SECTIONS EDITED:

Section 4.11 : Security
Old Content: Acquisition Management Policy:

Section 4.11 : Security

The FAA must conform with national policy related to the physical security of the aviation
infrastructure including leased and owned facilities, the security of all information associated
with operation of the FAA and aircraft operations, and personnel security. The FAA is also
obligated to protect proprietary information to which it has access.

Physical security is directly applicable to aviation industry operations and activities, and to
supporting infrastructure such as communications, sensors, and information processing. In
addition, physical security applies to staffed facilities that the FAA leases, owns, and
operates. For more information concerning physical security, see FAA Order 1600.69, FAA
Facility Security Management Program, as amended.

Personnel security applies to all FAA positions and FAA employees, contractors, subcontractors,
and other users of FAA information systems. Each position must be designated as to the level of
risk in terms of suitability and access to FAA facilities, sensitive information, and/or resources,
and also designated as to the level of sensitivity in terms of national security and public trust
responsibilities related to the efficiency of the service.

The FAA is required by Executive Orders 13292 and 12968 to protect classified information
from unauthorized disclosure. The FAA is also required by law to protect sensitive unclassified
information from public disclosure. FAA policy for information security is found in FAA Orders
1600.2E and 1600.72A.

The FAA is required by law (PL 100-235, Federal Information Security Management Act, 2002
(FISMA)), OMB Circular A-130, and other federal standards to provide security for all
information that is collected, stored, processed, disseminated, or transmitted using FAA or non-
FAA-owned information systems. Information system security (ISS) requirements must be
integrated into each phase of a program’s lifecycle (see ISS system process flowchart). The
acquisition program baseline and planning documents for each investment program must include
the cost of complying with national security policy and must allow sufficient time for
compliance. FAA ISS program policy is contained in FAA Order 1370.82A (FAA only), as
amended. This order supersedes FAA Order 1600.54B (FAA Automated Information Systems
Security Handbook).
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New Content: Acquisition Management Policy:
Section 4.11 : Security

Introduction

Service organizations and program offices must allow sufficient time and resources to address
security laws, policies, and orders including the cost of implementing required security controls
into acquired components. Security policy within the FAA is divided into information security;
physical, facility, and personnel security; and sensitive information and personally identifiable
information. There is overlap between the disciplines (for example, physical security is
employed to protect classified materials), so all areas of security policy must be evaluated to
ensure full compliance with the various orders and policies.

Information Security Policy

The Federal Information Security Management Act, 2002 (FISMA), Office of Management and
Budget Circular A-130, Management of Federal Information Resources, National Institute of
Standards and Technology (NIST) guidance, and other federal, departmental, and agency-level
guidance and standards as amended, describe information system security (I1SS) needed for all
FAA information systems. FAA information systems reside in one of three domains: national
airspace system (NAS), mission support/administrative, and research and development. They
may consist of government-owned/managed components, contractor-owned/managed
components, or combinations of these types. They are segregated into infrastructure for air traffic
operations and infrastructures for information technology administrative support. The
infrastructures exchange information via authorized security gateways.

FAA ISS requirements are derived from NIST special publications and federal information
processing standards. Because the NAS is classified as critical infrastructure, NAS systems must
comply with additional ISS requirements as defined by Air Traffic Organization Policies. These
ATO policies can be found on the FAA’s Website under policy and guidance and are designated
with the letters “JO”.

To receive a successful in-service decision, all FAA investment programs must undergo a
security authorization that assesses outputs and products against mandatory security
requirements. The security authorization process is defined in FAA Order 1370.82, Information
Systems Security Program. The Security Authorization Handbook details the process for
compliance with ISS requirements. Investment programs should consult the Security
Authorization Handbook and coordinate with the ISS manager for their line of business at each
phase of the AMS lifecycle to ensure information security requirements and related information
are included in acquisition artifacts, and to ensure the investment program is on track for a
successful security authorization.

Physical, Facility and Personnel Security Policy
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The FAA must conform with national policy related to physical security of the aviation
infrastructure including leased and owned facilities, the security of all information associated
with operation of the FAA and aircraft operations, and personnel security. The FAA is also
obligated to protect proprietary information to which it has access. Physical security is directly
applicable to aviation industry operations and activities, and to supporting infrastructure such as
communications, sensors, and information processing. FAA Order 1600.69, Facility Security
Management Program, establishes both policy and guidance for physical security.

FAA Orders 1600.1, Personnel Security Program, establishes both policy and guidance for FAA
personnel security. In addition, detailed guidance to implement personnel and physical security
with respect to contractors is in FAA Order 1600.72, Contractor and Industrial Security Program.

Sensitive Information and Personally Identifiable Information Policy

The FAA is required by Executive Orders 13526 to protect classified national security
information from unauthorized disclosure. Systems containing or processing classified data are
managed by the FAA Office of Security and Hazardous Materials Safety in accordance with
FAA Order 1600.2, Safeguarding Classified National Security Information. The FAA is also
required under 49 CFR Part 15 to protect sensitive unclassified information from public
disclosure. FAA Order 1600.75 Protection Sensitive Unclassified Information provides both
policy and guidance.

The Privacy Act of 1974 and the E-Government Act of 2002 (Public Law 107-347) mandate
protection of an individual’s right to privacy and the prevention of unauthorized dissemination of
personal information. FAA Order 1280.1, Protecting Personally Identifiable Information,
establishes both the policy and guidance. In addition it establishes the position of FAA Privacy
Officer with respect to information technology.

Red Line Content: Acquisition Management Policy:
Section 4.11 : Security

Fhrelntroduction

Service FAAorganizations and program offices must eenform-with-national-pelicyrelatedallow
sufficient time and resources to the-physicaladdress security eflaws, thepolicies, aviation

nfrastruetureand orders including leasedihe and-ewnedcost of factities;implementing
therequired security efcontrols alHnrfermatieninto acquired asseetatedcomponents. with
eperation-ofSecurity policy within the FAA andis atreraftdivided eperationsinto information
security: physical. facility, and personnel security—Fhe; and FAAsensitive information and
personally identifiable information. There is atseqverlap ebhgatedbetween the disciplines (for
example, physical security is employed to protect preprietaryclassified infermationmaterials). so
all areas of security policy must be evaluated to which--hasensure full compliance aceesswith
the various orders and policies.

FAST Archive 01/2014
CR 13-96
p. 4



Physieallnformation seeuritySecurity sPolicy

The directly-appheable-teaviationEederal Information Security Management HeustryAct.

operations2002 (FISMA). Office of Management and aetivitiesBudaget Circular A-130,
Management of Federal Information Resources, National Institute of Standards and

teTechnology supperting(NIST) nfrastructureguidance, sueh-as-communicationsand other
federal, sensoersdepartmental, and infermationagency-level proeessing-guidance trand
additionstandards as amended, physteatdescribe information system security apphes(1SS)
needed to-staffed-faciitiesthatfor all FAA information thesystems. FAA leasesinformation

systems reside in one of three domains: national airspace system (NAS). mission
support/administrative, and research and development. They may consist of government-
owned/managed components, ewnscontractor-owned/managed components, or combinations
of these types. They are segregated into infrastructure for air traffic operations and
infrastructures for information technology administrative support. The infrastructures
exchange information via authorized security gateways.

EAA ISS requirements are derived from NIST special publications and eperatesfederal
information processing standards. Fer mere-inrfermation-concerningphysicalBecause the NAS
is seeurityclassified as critical infrastructure, see FAA-OrderNAS systems must 2668comply
with additional ISS requirements as defined by Air Traffic Organization Policies.69; These

ATO policies can be found on the FAA’s FaeHity-Seeurity- Management\\Website under policy
Pregram;and asguidance amendedand are designated with the letters “JO”.

PersonnelT 0 seeurityreceive a apphiessuccessful tejn-service decision, all FAA pesitions-and

FAAiInvestment programs must empleyees;undergo eentractors;a subecontractors;security
authorization that assesses outputs and etherusersproducts against efmandatory security
requirements. The security authorization process is defined in FAA information-systemsOrder

1370.82, Each-pesition-mustinformation Systems Security beProgram. designrated-asThe
Security teAuthorization Handbook details the level-efrisk-intermsprocess for compliance

with 1SS efrequirements. suitabity-and-aceessto-FAALNvestment programs should consult the
facilities;Security sensitiveAuthorization infermation;Handbook andfer resedrees;coordinate

and-alse-designated-as-te-the-tevelwith the 1SS manaager for their line of sensitivitybusiness +at
each termsphase of natienalthe AMS lifecycle to ensure information security requirements and
publierelated information trustrespensibiitiesare included relatedin acquisition artifacts, and

to ensure the efficieney-of-theinvestment program is serviceon track for a successful security
authorization.

Physical, Facility and Personnel Security Policy

The FAA is+eguired-by-Exeeutivemust conform with national Orderspolicy related 43292to
physical security of the aviation infrastructure including leased and $2968owned tefacilities
protectihe elassifiedsecurity of all information frem-unautherizedassociated with
disclosureoperation of the FAA and aircraft operations, and personnel security.- The FAA is
also required-by-lawobligated to protect sensitive-unelassifiedproprietary information from
publieto which diselosureFAAIL potieyhas feraccess. infermationPhysical security is
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founddirectly in-FAA-Ordersapplicable to aviation 4608-2Eindustry operations and-1600-72A-

Fhe FAAactivities. is-required-by-tawand to supporting infrastructure (PEsuch 306-235as
communications, Federalsensors, fermationand information processing. FAA Order

1600.69, Facility Security Management AetProgram, 2002establishes (FISMANDboth policy and
guidance for physical security.

EAA Orders 1600.1, ©MB-CireularPersonnel Security A-130Program, establishes both policy

and etherfederalguidance for standardsEAA personnel security. In addition, detailed guidance
to prewvideimplement personnel and physical security foratnformation-thatwith respect to
contractors is coHected;in stored;EAA processed;Order disseminated1600.72, ortransmitted

wstrgFAAContractor and Industrial Security erProgram.

Sensitive ren-FAA-owned]nformation ifermationand systems—trformationPersonally
system-securityldentifiable Information (FSS)Palicy

The requirements-must-be-thtegrated-into-each-phase-ofaEAA is required by Executive Orders
13526 to protect pregram’s-classified Hfeeyelenational {seesecurity 1SS-system
preeessmformatlon from unauthorlzed ﬂeweha%t—)dlsclosure Iheaequﬁnanﬁpegmmaasel%

naﬂenal—seeumypeheyandrm%t ystems contalnlng or processmg classmed data are managed
by the FAA Office of Security and Hazardous Materials Safety in accordance with FAA Order
alew1600.2, sufficienttime-forSafequarding Classified National eemphianceSecurity
Information.- The FAA 1SSpregrampohey-is-containedis also required under 49 yiCER Part
15 to protect sensitive unclassified information from public disclosure. FAA Order
13701600.82A-75 Protection Sensitive Unclassified Information provides both policy and
guidance.

The Privacy Act of 1974 and the E-Government Act of 2002 (FAAPublic erbyLaw 107-347);
asmandate amended-protection of an individual &#1608217;Fhiss right to privacy and the

prevention of unauthorized dissemination of erderpersonal supersedesinformation. FAA Order
16001280.54B1, (FAAProtecting Personally Autematedldentifiable Information, Systems

Seeurityestablishes both Handbeek)the policy and guidance. In addition it establishes the
position of FAA Privacy Officer with respect to information technology.
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